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Cyber Security
Services at TUV Sud

(or why | left CERN&Physics
to do something completely
different)

Andreas Alexander Maier

Mehr Wert.
Mehr Vertrauen.

Add value.
Inspire trust.



At least 60 GE€ damage in 2017
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How many passwords do you have?

[Service you signed up for as a child] DadlsAnnoying1999 1ms — 1 day

Yahoo DadIsAnnoying2004

Google Single Sign on ID4d1s4nnoying13!
CERN ID4d1s4nnoying13!CERN
Facebook AnnoyingDadFB

Dropbox ID4d1s4nnoying16!Drop

Attacks: Dictionary Attack (ms), Brute Force (days)

Have you been pwned?
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https://haveibeenpwned.com/

Hope you have many!

[Service you signed up for as a child]
Yahoo

Google Single Sign on

CERN

Facebook

Dropbox

Protection:

®

DadIsAnnoying1999
DadIsAnnoying2004
ID4d1s4nnoying13!
ID4d1s4nnoying13!CERN
AnnoyingDadFB
ID4d1s4nnoying16!Drop

0 ms (pwned, but irrelevant)
<1 ms (changing numbers doesn’t help)
<1 ms (I33t speak doesn’t help)
< 1 ms (adding stuff doesn’t help)

<1 ms (removing stuff surely doesn’t help)

<1 ms (see above)

One long random password per service, never reuse or alter! (e.g. Ij9AN_-#njaH6%AhD.<)

Single sign on (let somebody else take care of the problem)
Two (or three!) factor authentication (fingerprint, face, SMS, compagnon app)

Pass phrase with unrelated words (e.g. CorrectHorseBatteryStaple)
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A: ADVANCED
Targeted. Coordinated, Purposeful

WEAPONIZATION

EXPLOITATION

COMMAND & CONTROL (C2) g

i? o ACTIONS ON OBJECTIVES
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RECONNAISSANCE

DELIVERY

INSTALLATION
Inetallina malware an the Acce

L)

7 Steps to describe a cyber attack
Break it once and you are save

Defender vs. Analyst vs. Attacker
Defender wants to break the chain
Defensive analyst wants to understand
the chain and targets and prefered
tactics of an attacking group

Attacker wants to stay secret
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My time at MPP and CERN

+ Data analysis

* Top quark mass
measurement

+ Data analysis

* Top quark mass
measurements

* Phenomenology study

« Effects of full NLO
calculation on tthar
observables

« Detector construction

* |BL construction and pixel
detector refurbishment
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+ Data analysis

* Triple gauge boson
coupling, particle flow
validation

* Phenomenology study

 Parton shower effects on
ttbar observables

« Detector construction

« Sensor testing for the CMS
HGCAL project
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ATLAS+CMS Preliminary

LHCtopWG

World Comb. Mar 2014, [7]

stat
total uncertainty
ATLAS, l+jets (%)
ATLAS, dilepton (*)
CMS, I+jets
CMS, dilepton
CMS, all jets

LHC comb. (Sep 2013) LHciopwae

World comb. (Mar 2014)
ATLAS, l+jets

ATLAS, dilepton

ATLAS, all jets

ATLAS, single top

ATLAS, dilepton

ATLAS, all jets

ATLAS, l+jets

ATLAS comb. (ﬁ‘i;f_“;i’l_)
CMS, I+jets

CMS, dilepton

CMS, all jets

CMS, single top

CMS comb. (Sep 2015)
CMS, I+jets

(*) Superseded by results
wn below the line

My, SUmMmary, s = 7-13 TeV

My = total (stal = syst)
172.31% 1.56 (0.75 = 1.35)
173.09 = 1,63 (0.64 = 1.50)
173,49 = 1,06 (0.43 = 0.97)
172,50 = 1.52 (0.43 = 1.46)
173.49 = 1.41 (0.69 = 1.23)
173.29 = 0.95 (0.35 = 0.88)
173.34 + 0.76 (0.36 = 0.67)
172.33 = 1.27 (0.75 = 1.02)
173.79 = 1.41 (0.54 = 1.30)
17512 1.8 (1.4 £ 1.2)
1722 2.1 (0.7 = 2.0)
172,99 = 0.85 (0.41+ 0.74)
173.72 2 1.15 (0.55 = 1.01)
172,08 + 0,91 (0.38 = 0.82)
172.51 = 0.50 (0.27 = 0.42)
172.35 = 0.51 (0.16 = 0.48)
172,82 + 1.23 (0.19 = 1.22)
172.32 = 0.64 (0.25 = 0.59)
172.85 = 1.22 (0.77 = 0.95)
172.44 = 0.48 (0.13 = 0.47)
172.25 = 0.63 (0.08 = 0.62)
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September 2017

Events /2 GeV

e Data ATLAS )
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L)

What | love(d)
Trust
< ' = kMeansClustering results
Impact & ey e 2= =
Learning
Solving puzzles
Physics
Phenomenology
Statistics

Machine learning

Feature 1

0
Feature 0

What I Was good at + Cluster means » Cluster 0 Cluster 1 Cluster 2
ATLAS data science in C++
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https://andb0t.github.io/Fuxenpruefung/
https://andb0t.github.io/MLlab/

Data science
Various fields, e.g. automotive, energy
Machine learning
PhD position in Informatics

Software development
Join a startup, e.g. crypto currency
Study computer science
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Analytics
High frequency trading
Portfolio optimization for banks

Consulting
Tech consulting, e.g. Accenture
Management consulting, e.g. the big two and
a hole lot of others
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RECONNAISSANCE
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L)

Example scenario:
Customer “MPP Kantine” wants to ensure
they’re safe

Steps for Reconnaissance
Find out about their infrastructure (how many
servers, webservices, etc)
Test infrastructure (remotely)
Correlate with other sources ((dark) web for
info, known exploits)
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WEAPONIZATION
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L)

Steps for action:
Give intermediate report to penetration
testers (“hackers”) for attack
Remotely
Social engineering
Red teaming
Automatize attacks as far as possible to
let “pentesters” concentrate on the hard
problems
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DELIVERY

\
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Steps for delivery to customer
Compile all information for a report,
including e.g.
Customer industry (consumer goods,
maybe there’s other hacks in the past?)
Countries of exposure (maybe steaks
from business partner in Austria?)
Compose vulnerability report and strategy
for mitigation
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Information Gathering

»  Collect and understand requirements
»  Assessment Framework Design

»  Customer specific Profiles

Analytics & Correlation

»  Automated analysis of gathered information

»  Correlation and synch up check with other data (e.g. CVSS)
»  Enrichment with relevant Add-On Information

Enhanced Info-based Assessment (ACV)
»  Execution of defined Assessment based on

valuable and relevant information
*  Assessments under realistic conditions

Advisory

»  Definition of actionable insights

»  Support for implementation of countermeasures
»  3rd party solution evaluation
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If you want to know more about data science, software development, or cyber security:
Good:
Better: talk to me! Now!
Best: come visit us!

More about TUV Siid Cyber Security Services:

More about me:
Stalk me:
Write code with me:
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mailto:andreas.maier@tuev-sued.de
https://www.tuev-sued.de/fokus-themen/it-security/cyber-security-check
https://www.linkedin.com/in/andreas-alexander-maier-769a78b9/
https://github.com/andb0t

Thank you
for your attention!
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COMMON WORDS OIFFCOTY To GoESS:

YOUVE ALREADY
HHRD MEMORIZED IT
THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED

EVERYONE TD USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FoR COMPUTERS Tb GUESS.
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DIFFICULTY T REMEMBER:

DIFFICOLTY T REMEMBER:
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